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Patrick Cappy
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I have been in the email marketing/automation space for 
about eight years. I believe that every legitimate sender 
should get a fair shot at the inbox, and pride myself on 
being able to provide up-to-date deliverability guidance 
so that clients can navigate the unique challenges of an 
ever-changing email landscape. 

Fun Fact(s): Cat dad to two orange tabbys. Big fan of 
music, movies, and video-games. I am a PADI certified 
Rescue SCUBA Diver, and take a particular interest in 
anything to do with the ocean. When not at work, I’m 
usually cheering on the Portland Timbers and 
Trailblazers, or exercising my green thumb with 
gardening and yard projects. 
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@hannaefray

I started my journey in deliverability in 
2019 as the deliverability subject matter 
expert for the Sales and Success teams. A 
year later I officially joined the 
deliverability team. My goal is to address 
your deliverability concerns with expertise 
and compassion, keeping in mind your 
business objectives.

A fun fact about me: I love to travel, and 
lived in Italy for 4 years, and the 
Caribbean for 1 year. My husband, my son 
Everett and I take an international 
vacation every other year. We collect a golf 
ball from every place we visit!
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I’ve been working in email for 7 years, 
with experience at GoDaddy, 
Infusionsoft/Keap, and now 
ActiveCampaign. I enjoy the challenge of 
architecting and building reliable and 
scalable systems. My job is to constantly 
improve our email environment and make 
it better for our customers.

In my spare time I’m usually freelancing, 
learning to write better code, or trying to 
pick up a new framework/technology. I 
also enjoy board games and tabletop 
games.



Today’s 
Agenda
Here’s what we’ll cover:

1. What is authentication?

2. The pros and cons of authentication

3. Domain alignment 

4. Live demo 



What is 
authentication?

DKIM (Domain Keys Identified Mail)

➔ DKIM is essentially a signature any sender can apply to 
their email messages. 

➔ This signature makes clear that the purported sender of 
the message is actually the sender of the message. Any 
domain can be used as the signature. 



What is 
authentication?

SPF

➔ Stands for Sender Policy Framework

➔ TXT records on your domain that authorize certain servers to 

send mail using your domain name. 

➔ ActiveCampaign automatically configures this for all 

customers. So you do not need to create or modify an 

existing record to use ActiveCampaign. 

➔ If you would still like to add ActiveCampaign to your existing 

SPF record you can do so by adding “include:emsd1.com” to 

your existing SPF record or by creating a new one. For 

example, if you send email from both G Suite and 

ActiveCampaign, your SPF record might look like this:

➔ v=spf1 include:emsd1.com include:_spf.google.com ~all



What is 
authentication?

DMARC

➔ Stands for Domain-based Message Authentication, 

Reporting and Conformance.

➔ Allows the domain owner to create a policy that 
tells mailbox providers (such as Google or 
Microsoft) what to do if email fails SPF and DKIM 
checks. 

➔ DMARC supports three main policy configurations:
◆ None

◆ Quarantine

◆ Reject



What is 
authentication?

DMARC Example



The pros and 
cons of 
authentication

Pros:

1. Protection against fraud

2. Improves deliverability*

Cons: 

1. Hurts deliverability* 



The pros and 
cons of 
authentication

➔ Spammers: 
Without email authentication, spammers can 
change the source address of emails at will 
and try to sneak through spam filters and 
other defenses. 

➔ Phishing: 
Phishers change the sender address 
changed to appear as if the message had 
originated from a legitimate sender. 
Cybercriminals copy the brand look and feel 
of banks, social networks, and other 
well-known entities to entice recipients into 
clicking through to fraudulent websites 
where user information like passwords or 
account numbers can be stolen.



The pros and 
cons of 
authentication

All major mailbox providers use email 
authentication to filter out suspected 
spam emails. It helps them validate that 
the email is originating from a legitimate 
source.

Think of it as a digital identification card: 
it protects your brand, identity, and 
reputation.



The pros and 
cons of 
authentication

Improve deliverability: Authentication can help 
improve your ability to get notifications and other 
critical product emails to your users’ inboxes. 

That’s because email authentication can help 
make it more likely that sending domains for your 
email will be trusted by receiving mail servers.



The pros and 
cons of 
authentication

Hurt deliverability: 

1. If you are not a legitimate sender, do not 
practice good sending behavior, purchase lists, 
have a bad domain reputation, etc… you are 
further proving you are the bad sender they 
think you are. It’s even easier to know what 
emails to NOT deliver.

2. Expect temporary metric fluctuations once 
implemented. 

3. If not done properly, can result in massive 
deliverability issues (high bounces, spam 
placement)



Domain 
Alignment 
Explained

Domain Alignment 

DMARC depends on domain alignment. Every email has 

a From: address that’s visible to the recipient (this is 

known as the Friendly From, or RFC 5322.From). So for 

user@example.com, the domain is example.com.

Every email also has a separate MAIL FROM address 

(known as the Envelope From, or RFC 5321.From) that’s 

used to tell other servers where to send bounce 

notifications. This is also sometimes called the 

Return-Path (which is where the email certification 

company, Return Path, gets its name).



Domain 
Alignment 
Explained

The Friendly From and Envelope From are easy to 

understand if we think of them the same way we do 

postal mail. In the below example, there is SPF domain 

alignment between the Friendly From (which has a 

domain of example.com) and the Envelope From (which 

also has a domain of example.com).



Domain 
Alignment 
Explained

In the previous example, if SPF passed (which is 
checked against the domain in the Envelope From, by 
the way!) then DMARC would also pass (because SPF 
passed and was aligned).

If we don’t have SPF alignment though (for example, 
the Friendly From was user@example.com and the 
Envelope From was user@sender.com), then even if SPF 
passes, it’s not enough for DMARC to pass (SPF failed 
alignment).

Fortunately, there’s more than one way to pass DMARC 
– we can also pass with DKIM. Let’s take a look at how 
that works.



Domain 
Alignment 
Explained

DKIM inserts a signed signature into your email to verify 
the authenticity of the sender. If we stick to the postal 
mail analogy, this type of signature goes back to at least 
the Middle Ages, where royalty and nobility had wax 
seals to verify the authenticity of their letters (and that 
they had not been tampered with prior to opening).



Domain 
Alignment 
Explained

Part of the DKIM signature is a domain identifier (the d= 
value). So if you are signing mail with the key for 
example.com, the DKIM signature will indicate that with 
the d=example.com field.

If DKIM passes (the message has not been altered or 
tampered with before delivery to the recipient) and 
DKIM is aligned (the domain in the Friendly From 
matches the domain in the DKIM signature), that’s also 
enough for DMARC to pass!

This is a bit harder to visualize, so let’s look at a real 
example of a message I received from Hulu.



Domain 
Alignment 
Explained

DKIM signature (truncated):

DKIM-Signature: v=1; a=rsa-sha256; 
c=relaxed/relaxed; s=200608; d=hulumail.com; 

From: Hulu <hulu@hulumail.com>
To: <redacted>
Subject: Now Streaming: ‘Palm Springs’

Here, we can see that Hulu signed DKIM with the same 
domain name used in the Friendly From. Therefore, this 
email passed DKIM alignment. If DKIM itself is good 
(the message headers and content weren’t modified 
before the email reached me), then it will pass DMARC.



Domain 
Alignment 
Explained

By default, email sent from ActiveCampaign is not 

aligned.

We use our own email address (with a domain name 

different from yours) as the Envelope From. This is how 

ActiveCampaign is able to automatically process 

bounces for you!

When an email address bounces, we know because we 

receive the bounce notification. We then have 

processes in place to see if the email address bounced 

because it doesn’t exist, and automatically unsubscribe 

that email from your list.



Domain 
Alignment 
Explained

Fortunately, this is easy to fix!

If you set up DKIM inside your ActiveCampaign account, 

this will allow you to pass DMARC via aligned DKIM (we 

will sign the message using your domain name).

If you need SPF alignment, and are on our Enterprise 

plan, we can help you set that up. Please reach out to 

our support team and ask about a “Custom Mail Server 

Domain”.



Domain 
Alignment 
Explained



LIVE DEMO




